Use of Fingerprint Biometric in workplace during COVID times: A Critical viewpoint
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Abstract: 
Biometrics is referred as biometric recognition due to the fact that a person can be automatically identified based on his/her physiological characteristics. Biometric systems have been widely used before the inception of computer in human activities. These systems make use of the physical or biological traits of human beings for recognition and authentication purposes. Most common biological traits or characteristics used are fingerprints, iris and face. Before the COVID-19 pandemic period, most of the Schools, Colleges, IT companies, Government & Private Offices had fingerprint biometric system to collect attendance of their Students/Employees.
Fingerprint recognition is a secure and convenient technology that has become common and widespread, not only in smart phones, but in our everyday lives as well. However, the recent global outbreak of COVID-19 is raising questions about how safe using fingerprint authentication really is, as touching the sensors can potentially spread viruses.
Our everyday lives are surrounded by many different types of surfaces that come in contact with countless people. These surfaces include the poles in buses and trains, elevators, ATMs, buttons on copy machines, door handles, handrails, tables, credit cards and money, to list but a few. In the wake of the COVID-19 outbreak, numerous news articles have claimed that there is a risk of infection via these commonly touched surfaces.
In this poster, we will look into the different guidelines issued by the authorities related to the fingerprint biometrics & also explore the other alternatives that we have in the present day, to overcome the same in this COVID-19 period. 
Keywords: Biometric; Fingerprint; COVID.

Introduction:

Fingerprint Biometric System:
Fingerprint recognition is a secure and convenient technology that has become common and widespread, not only in smart phones, but in our everyday lives as well1. Biometric time clocks have become increasingly popular among many organizations in recent years as they heighten security and add convenience2.

COVID-19:
Coronavirus disease 2019 (COVID-19) is a potentially severe acute respiratory infection caused by severe acute respiratory syndrome coronavirus 2 (SARS-CoV-2)3. On 11th March 2020, WHO declared COVID-19 outbreak as a Pandemic4. The clinical presentation is that of a respiratory infection ranging from a mild common cold-like illness, to a severe viral pneumonia leading to acute respiratory distress syndrome that is potentially fatal. 

Review of literature: 
A report by Van DN et al5 found that survival of both SARS-CoV and SARS-CoV-2 of up to 2 days (on surfaces) and 3 days (in aerosols generated in the laboratory). Many other studies done in the lab including Rabenau HF et al6 (6 days), Duan SM et al7 (4 days), Warnes SL et al8 (5 days) have similar findings. Dowell SF et al9 tried to mimic actual conditions in which a surface might be contaminated by a patient, no viable SARS-CoV was detected on surfaces.

Government initiatives:
On 5th March 2020, Delhi Government announced the suspension of biometric attendance in its offices. Government of India too announced a similar measure where Biometric attendance was suspended in all its offices. Soon SAI, NGT, Goa, Maharashtra, Punjab and many other state governments switched off biometric attendance systems10.

Discussion:
Global outbreak of COVID-19 is raising questions about how safe using fingerprint authentication really is, as touching the sensors can potentially spread viruses. Though most of the studies done in the laboratory says that the presence of virus over the contact stays from 2days to 6days, none of the studies done on real life scenarios support this. Considering all the information given by the WHO & results of scientific studies, it is better to avoid Fingerprint biometric in workplace.

Conclusion:
After going through all the information & scientific data, we conclude that it is better not to use Fingerprint biometric system in workplace during this COVID period. Instead, among the other alternative options which are available like Phone Tap, Iris Scan & Facial Recognition System, Best option is Iris Scan considering the pros & cons of all the options. In our opinion, the chance of transmission through inanimate surfaces is less, however it is best to void Fingerprint Biometric. 
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